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1. Introduction

At Euler, we are committed to safeguarding children and young people and we expect
everyone who works in our school to share this commitment. Adults in our school
take all welfare concerns seriously and encourage children and young people to talk
to use about anything that worries them. We will always act in the best interests of the
child. The school assesses the risks and issues in the wider community when
considering the well-being and safety of its pupils.

At Euler, pupils are taught about safeguarding, including online, through various
teaching and learning opportunities as part of providing a broad and balanced
curriculum. Children are taught to recognise when they are at risk and how to get help
when they need it. At Euler, children sign an acceptable use policy upon admission
to the school, children are reminded daily about the importance of logging on and off
and children are reminded not to share personal information or passwords with others.
Staff at Euler will follow up with the family any concerns regarding online safety at
home.

At Euler we encourage pupil voice and know this is an important part of safeguarding.
We recognise and promote the use of pupil voice this is even more important for our
pupils as so many can struggle to share their needs and feelings, therefore there are
clear processes and curriculum opportunities which include, pupils completing Safety
Plans at least termly and we use information from parents, other agencies and our
ongoing knowledge of the pupil to complete and update personal risk assessments.

Our personal development curriculum encourages pupils to share their needs and
feelings. The role of their key adults play an important part in this.
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The safeguarding Team include the following staff:
Laura Harkin — Designated Safeguard Lead (DSL)

David Palmer — Deputy Designated Safeguard Lead

Laura Harkin — Online Safety Lead.
Lee Fallin — Safeguarding governor

All staff and volunteers should be made aware of this policy, and be able to
demonstrate an understanding of their responsibilities for safeguarding and promoting
the welfare of children, including how to respond to any child protection concerns and
how to make a referral to local authority children's social care or the police if
necessary. The safeguarding policy is part of the induction pack for all new staff and
volunteers. All staff are expected to read and sign that they understand the most
current Safeguarding policy and KCSIE Part One (this is annually). All staff have
attended the Level 1 safeguarding children — A shared responsibility- Awareness,
Recognition and Response training approved from the Hull safeguarding children’s
partnership-or equivalent Level 1. They will be expected to complete appropriate
safeguarding training. The refresher training could be online training or face to face
depending on the member of staff. Throughout the year, staff have regular updates
and training as required to promote safeguarding children.

The Governor responsible for safeguarding is Lee Fallin. The governing body
ensures policies, procedures and training in schools is effective and complies with the
law at all times.

2. Scope of the policy

This Online Safety Policy outlines the commitment of Euler Academy to safeguard
members of our school community online in accordance with statutory guidance and
best practice. Schools should be aware of the legislative framework under which this
Online Safety Policy template and guidance has been produced as outlined in the
attached ‘Legislation’ Appendix.

This Online Safety Policy applies to all members of the school community
(including staff, learners, volunteers, parents and carers, visitors, community
users) who have access to and are users of school digital systems, both in and
out of the school. It also applies to the use of personal digital technology on the
school site (where allowed).

Euler Academy will deal with such incidents within this policy and associated behaviour

and anti-bullying policies and will, where known, inform parents/carers of incidents of
inappropriate online safety behaviour that take place out of school.

Policy development, monitoring and review.

This Online Safety Policy has been developed by:
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Head of school/senior leaders

online safety lead

staff — including teachers/support staff/technical staff
governors

parents and carers

e pupils

e PSHE Leader

Consultation with the whole school community has taken place through a range of
formal and informal meetings.

Process for monitoring the impact of the Online Safety Policy
The school will monitor the impact of the policy using:
logs of reported incidents
monitoring logs of internet activity (including sites visited)
internal monitoring data for network activity
surveys/questionnaires of:

o learners

o parents and carers

o staff.

Responsibilities

To ensure the online safeguarding of members of our school community it is important
that all members of that community work together to develop safe and responsible
online behaviours, learning from each other and from good practice elsewhere,
reporting inappropriate online behaviours, concerns, and misuse as soon as these
become apparent. While this will be a team effort, the following sections outline the
online safety roles and responsibilities of individuals® and groups within the school.

Head of school and senior leaders:
e The head of school has a duty of care for ensuring the safety (including online

safety) of members of the school community and fostering a culture of
safeguarding.

e The head of school and (at least) another member of the senior leadership team
should be aware of the procedures to be followed in the event of a serious online
safety allegation being made against a member of staff2.

e The head of school/senior leaders are responsible for ensuring that all staff have
the knowledge and skills to keep all members of the community safe.

e The head of school/senior leaders will receive regular monitoring reports from
the Online Safety Lead.
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Governors

Governing bodies and proprietors have a strategic leadership responsibility for their
school’s or college’s safeguarding arrangements and must ensure that they comply
with their duties under legislation. They must have regard to this guidance, ensuring
policies, procedures and training in their schools or colleges are effective and comply
with the law at all times. Headteachers and principals should ensure that the policies
and procedures, adopted by their governing bodies and proprietors (particularly those
concerning referrals of cases of suspected abuse and neglect), are understood, and
followed by all staff.

Governors are responsible for the approval of the Online Safety Policy and for
reviewing the effectiveness of the policy. This will review will incorporated in the role
of the safeguarding governor.

Online safety Lead
The Online Safety Lead is Laura Harkin she will:

e work closely on a day-to-day basis with the Deputy DSL and SLT

e take day-to-day responsibility for online safety issues, being aware of the
potential for serious child protection concerns

e have a leading role in establishing and reviewing the school online safety
policies/documents

e promote an awareness of and commitment to online safety education /
awareness raising across the school and beyond

e liaise with curriculum leaders to ensure that the online safety curriculum is
planned, mapped, embedded and evaluated

e ensure that all staff are aware of the procedures that need to be followed in the
event of an online safety incident taking place and the need to immediately
report those incidents

e receive reports of online safety incidents® and create a log of incidents to inform
future online safety developments

e provide (or identify sources of) training and advice for
staff/governors/parents/carers/learners

¢ liaise with trust technical staff, personal development team and support staff (as
relevant)

e provide regular reports to the online safety governor

e report regularly to head of school/senior leadership team.
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Designated Safeguarding Lead

The DfE guidance “Keeping Children Safe in Education” states:

“The designated safeguarding lead should take lead responsibility for
safeguarding and child protection (including online safety). This should be
explicit in the role holder's job description.” ... Training should provide
designated safeguarding leads with a good understanding of their own role, ...
so they ... are able to understand the unique risks associated with online safety
and be confident that they have the relevant knowledge and up to date capability
required to keep children safe whilst they are online at school or college.”

The Designated Safeguarding Lead should be trained in online safety issues and be
aware of the potential for serious safeguarding issues to arise from:
e sharing of personal data *

e access to illegal/inappropriate materials

e inappropriate online contact with adults/strangers
e potential or actual incidents of grooming

e online bullying.

PSHE Lead and Curriculum Leads

Curriculum Leads will work with the Online Safety Lead to develop a planned and
coordinated online safety education program.

This will be provided through:
e adiscrete programme

e PHSE and SRE programmes

e A mapped cross-curricular programme

e assemblies and pastoral programmes

e through relevant national initiatives and opportunities e.g. Safer_Internet Day
and Anti-bullying week.

Online Publishing

The school communicates with parents/carers and the wider community and promotes
the school through

Public-facing website

Social media

Online newsletters

Written permission from parents or carers will be obtained before photographs
are obtained for school publications (including website/social media).

Staff must be aware of those pupils whose images must not be published.

¢ Images should only be taken on school devices

Online Safety Policy
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e The personal devices of staff should not be used for such purposes.
e Pupils full names will not be used anywhere on a website, newsletter or social
media, particularly in association with photographs.

School devices Personal devices
School owned fsocrhool rr?L\:Yt?ﬁg Authorised Student Staff Visitor
for individual use P devices owned owned owned
users
Yes, but | Yes, but | Yes, but
kept in | should only | should only
Allowed in school | Yes Yes Yes cupboards | be used in | be used in
away from | designated | designated
children. areas areas
il Y ves Yes Yes No No No
access
Internet only N/A N/A N/A No No No
No network | N/A N/A N/A Yes Yes Yes
access

Infrastructure and technology

e Measures are in place to protect children online from potentially harmful content
(smoothwall).

e Smoothwall reports any breaches to the DSL and provides reports for leaders.

¢ Smoothwall levels of protection can be adjusted to suit the needs of the school
and protect learners against new threats.

¢ All pupils and staff have their own logins and passwords for all applications.

e All adult only devices to have a red cover, no pupils should use these devices.

e Examples of good practice include:

e Pupils use age appropriate apps and websites in lessons.
e Staff model good practice when using technology with pupils.

Acceptable use of technology in school

The school has defined what it regards as acceptable/unacceptable use and all
staff/pupils sign an agreement on enrollment and or every September.

The acceptable use agreements will be communicated/re-enforced through:

e |earner handbook
e staff induction and handbook

Online Safety Policy
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e splash screens

e digital signage

e posters/notices around where technology is used
e communication with parents/carers

e Duilt into education sessions

e school website

e peer support.

Reporting and responding

The 2021 Ofsted “Review of Sexual Abuse in Schools and Colleges” highlighted the
need for schools to understand that reporting systems do not always respond to the
needs of learners. While the report looks specifically at harmful sexual behaviours,
schools may wish to address these issues more generally in reviewing their reporting
systems. The Ofsted review suggested:
“School and college leaders should create a culture where sexual harassment
and online sexual abuse are not tolerated, and where they identify issues and
intervene early to better protect children and young people. ..In order to do this,
they should assume that sexual harassment and online sexual abuse are
happening in their setting, even when there are no specific reports, and put in
place a whole-school approach to address them. This should include:
o routine record-keeping and analysis of sexual harassment and sexual violence,
including online, to identify patterns and intervene early to prevent abuse”

The school will take all reasonable precautions to ensure online safety for all school
users but recognises that incidents may occur inside and outside of the school (with
impact on the school) which will need intervention. The school will ensure:

e There are clear reporting systems which are understood and followed by all
members of the school community which are consistent with the school
safeguarding procedures. (CPOMS)

¢ all members of the school community will be made aware of the need to report
online safety issues/incidents

e reports will be dealt with as soon as is practically possible once they are
received

e the Designated Safeguarding Lead, Online Safety Lead and other responsible
staff have appropriate skills and training to deal with online safety risks.

e if there is any suspicion that the incident involves any illegal activity or the
potential for serious harm the incident must be escalated through the agreed
school safeguarding procedures.

e any concern about staff misuse will be reported to the Head of school, unless
the concern involves the Head of school, in which case the complaint is referred
to the Chair of Governors and the local authority / MAT

Education and Training

Online Safety Policy
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Curriculum designs

e Teachers ensure that pupils know how to use devices and web-based resources
safely.

e Planned online safety curriculum, that is taught across age groups and
progresses throughout the learners’ school journey.

e More than an online safety day.

Online safety will be taught through a systematically planned curriculum, this will
be delivered through both computing and PSHE lessons.

The 2021 Ofsted “Review of Sexual Abuse in Schools and Colleges” highlighted the
need for:
“a carefully sequenced RSHE curriculum, based on the Department for Education’s
(DfE’s) statutory guidance, that specifically includes sexual harassment and sexual
violence, including online. This should include time for open discussion of topics that
children and young people tell us they find particularly difficult, such as consent and

s

the sending of ‘nudes’..

Online safety should be a focus in all areas of the curriculum and staff should
reinforce online safety messages across the curriculum. The online safety curriculum
should be broad, relevant and provide progression, with opportunities for creative
activities and will be provided in the following ways.

e A planned online safety curriculum for all year groups matched against a

nationally agreed framework e.g. Education for a Connected Work Framework
by UKCIS/DCMS and regularly taught in a variety of contexts.

e Lessons are matched to need; are age-related and build on prior learning

e Lessons are context-relevant with agreed objectives leading to clear and
evidenced outcomes

e Learner need and progress are addressed through effective planning and
assessment

¢ Digital competency is planned and effectively threaded through the appropriate
digital pillars in other curriculum areas e.g. PHSE; SRE; Literacy etc

e it incorporates/makes use of relevant national initiatives and opportunities e.g.
Safer Internet Day and Anti-bullying week

e the programme will be accessible to learners at different ages and abilities such
as those with additional learning needs or those with English as an additional
language.

e learners should be helped to understand the need for the learner acceptable
use agreement and encouraged to adopt safe and responsible use both within
and outside school

e staff should act as good role models in their use of digital technologies the
internet and mobile devices

e in lessons where internet use is pre-planned, it is best practice that learners
should be guided to sites checked as suitable for their use and that processes

Online Safety Policy
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are in place for dealing with any unsuitable material that is found in internet
searches

e where learners are allowed to freely search the internet, staff should be vigilant
in supervising the learners and monitoring the content of the websites the young
people visit

e itis accepted that from time to time, for good educational reasons, students may
need to research topics, (e.g. racism, drugs, discrimination) that would normally
result in internet searches being blocked. In such a situation, staff should be able
to request the temporary removal of those sites from the filtered list for the period
of study. Any request to do so, should be auditable, with clear reasons for the
need

Working with professionals and other agencies

Staff/volunteers
The DfE guidance “Keeping Children Safe in Education” states:
“All staff should receive appropriate safeguarding and child protection training
(including online safety) at induction. The training should be regularly
updated. In addition, all staff should receive safeguarding and child protection
(including online safety) updates (for example, via email, e-bulletins, and staff
meetings), as required, and at least annually, to continue to provide them with
relevant skills and knowledge to safeguard children effectively.”
“Governing bodies and proprietors should ensure... that safeguarding training
for staff, including online safety training, is integrated, aligned and considered
as part of the whole school or college safeguarding approach and wider staff
training and curriculum planning.”
All staff will receive online safety training and understand their responsibilities, as
outlined in this policy. Training will be offered as follows: (select/delete as appropriate)
e aplanned programme of formal online safety and data protection training
will be made available to all staff. This will be regularly updated and
reinforced. An audit of the online safety training needs of all staff will be
carried out regularly.
e the training will be an integral part of the school’s annual safeguarding
and data protection training for all staff
o all new staff will receive online safety training as part of their induction
programme, ensuring that they fully understand the school online safety
policy and acceptable use agreements. It includes explicit reference to
classroom management, professional conduct, online reputation and the
need to model positive online behaviours

¢ the Online Safety Lead and Designated Safeguarding Lead (or other nominated
person) will receive regular updates through attendance at external training
events, (e.g. UKSIC / SWGTL / MAT / LA / other relevant organisations) and by
reviewing guidance documents released by relevant organisations

¢ this Online Safety Policy and its updates will be presented to and discussed by
staff in staff/team meetings/INSET days

Online Safety Policy
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e the Online Safety Lead (or other nominated person) will provide
advice/guidance/training to individuals as required.

Governors
Governors should take part in online safety training/awareness sessions, with
particular importance for those who are members of any sub-committee/group involved
in technology/online safety/health and safety/safeguarding. This may be offered in
several ways such as:
e attendance at training provided by the local authority/MAT or other relevant
organisation (e.g., SWGfL)
e participation in school training / information sessions for staff or parents (this
may include attendance at assemblies/lessons).

A higher level of training will be made available to (at least) the Online Safety Governor.
Families

The school will seek to provide information and awareness to parents and carers
through:
e regular communication, awareness-raising and engagement on online safety

issues, curriculum activities and reporting routes

e regular opportunities for engagement with parents/carers on online safety
issues through awareness workshops / parent/carer evenings etc

e the learners — who are encouraged to pass on to parents the online safety
messages they have learned in lessons and by learners leading sessions at
parent/carer evenings.

e letters, newsletters, website, learning platform,

e high profile events / campaigns e.g. Safer Internet Day

o reference to the relevant web sites/publications, e.g. SWGIL;
www.saferinternet.org.uk/; www.childnet.com/parents-and-carers

e Sharing good practice with other schools in clusters and or the local
authority/ MAT

Monitoring

The DfE guidance “Keeping Children Safe in Education” states:
“It is essential that governing bodies and proprietors ensure that appropriate
filters and monitoring systems are in place ...governing bodies and proprietors
should be doing all that they reasonably can to limit children’s exposure to the

. risks from the school’s or college’s IT system. As part of this process,

governing bodies and proprietors should ensure their school or college has
appropriate filters and monitoring systems in place and regularly review their
effectiveness. They should ensure that the leadership team and relevant staff
have an awareness and understanding of the provisions in place and manage
them effectively and know how to escalate concerns when identified. “

The school has monitoring systems in place to protect the school, systems and users:

e The school monitors all network use across all its devices and services.

e An appropriate monitoring strategy for all users has been agreed and users are
aware that the network is monitored. There is a staff lead responsible for managing
the monitoring strategy and processes.

Online Safety Policy
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e There are effective protocols in place to report abuse/misuse. There is a clear
process for prioritising response to alerts that require rapid safeguarding
intervention. Management of serious safeguarding alerts is consistent with
safeguarding policy and practice

e Technical monitoring systems are up to date and managed and logs/alerts are
regularly reviewed and acted upon.

The school follows the UK Safer Internet Centre Appropriate Monitoring guidance and
protects users and school systems through the use of the appropriate blend of
strategies strategy informed by the school’s risk assessment. These may include:

e physical monitoring (adult supervision in the classroom)

e internet use is logged, regularly monitored and reviewed

¢ filtering logs are regularly analysed and breaches are reported to senior leaders

e pro-active alerts inform the school of breaches to the filtering policy, allowing
effective intervention.

e where possible, school technical staff regularly monitor and record the activity
of users on the school technical systems

e use of a third-party assisted monitoring service to review monitoring logs and
report issues to school monitoring lead(s)

Technical Security

The school technical systems will be managed in ways that ensure that the school
meets recommended technical requirements:

e there will be regular reviews and audits of the safety and security of school
technical systems

e servers, wireless systems and cabling are securely located and physical access
restricted

e there are rigorous and verified back-up routines, including the keeping of
network-separated (air-gapped) copies off-site or in the cloud

o all users have clearly defined access rights to school technical systems and
devices. Details of the access rights available to groups of users will be recorded
by the Network Manager (or other person) and will be reviewed, at least
annually, by the SLT.

e all users (adults and learners) have responsibility for the security of their
username and password and must not allow other users to access the systems
using their log on details. Users must immediately report any suspicion or
evidence that there has been a breach of security

e all school networks and system will be protected by secure passwords.
Passwords must not be shared with anyone. All users will be provided with a
username and password by Aalamo Services who will keep an up-to-date
record of users and their usernames

Online Safety Policy
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e the master account passwords for the school systems are kept in a secure
place, e.g. school safe. It is recommended that these are secured using two
factor authentication for such accounts

e records of learner usernames and passwords for learners in Key Stage 1 or
younger can be kept in an electronic or paper-based form, but they must be
securely kept when not required by the user.

e password requirements for learners at Key Stage 2 and above should increase
as learners progress through school

e Sam Furbank (Online Safety Lead) is responsible for ensuring that all software
purchased by and used by the school is adequately licenced and that the latest
software updates (patches) are applied.

e an appropriate system is in place for users to report any actual/potential
technical incident/security breaches to the relevant person)

e appropriate security measures are in place to protect the servers, firewalls,
routers, wireless systems and devices from accidental or malicious attempts
which might threaten the security of the school systems and data. These are
tested regularly. The school infrastructure and individual workstations are
protected by up-to-date endpoint (anti-virus) software.

e an agreed policy is in place for the provision of temporary access of ‘guests’,
(e.g., trainee teachers, supply teachers, visitors) onto the school systems

e an agreed policy is in place regarding the extent of personal use that users (staff
/ learners / community users) and their family members are allowed on school
devices that may be used out of school

e an agreed policy is in place, that allows staff to/forbids staff from downloading
executable files and installing programs on school devices

e users will not use their own personal memory sticks or external hard drives to
store any data relating to school.

e systems are in place that prevent the unauthorised sharing of personal data
unless safely encrypted or otherwise secured.

Workshops

The school will provide opportunities for parents and carers to engage in workshops
around online safety and knowledge of potential risks online. These may include but
are not limited to:

e Social media workshops

¢ Information about parental controls
e Games and apps children may use
e Potential risks online

Online Safety Policy
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Regular communication is maintained between school and parents carers regarding
updates and potential risks. This communication is a two way process and
parents/carers are encouraged to ask questions, should they have them.

Staff training

All staff will receive appropriate safeguarding and child protection training (including
online safety) at induction. The training will be regularly updated. In addition, all staff
will receive safeguarding and child protection (including online safety) updates (for
example, via email, e-bulletins, and staff meetings), as required, and at least annually,
to continue to provide them with relevant skills and knowledge to safeguard children
effectively.”

We will raise awareness of online safeguarding by:

Training staff

Anyone working with children needs to know the signs that a child may need help and
how to act on concerns or respond if children speak out.

We will keep up-to-date with the technologies children and young people are using, so
you are able to have relevant discussions with them.

Talking to children

I's important to talk to children and young people about healthy relationships, consent,
setting safe boundaries and the benefits and risks of the online world. We will make
sure they know who they can talk to if anything ever makes them feel uncomfortable,
online or offline.

When discussing these topics, we will be non-judgmental and listen to children and
young people’s views.

« We will use realistic scenarios and resources.
o We will use culturally-sensitive materials.
« We will use gender-sensitive materials to address gender-specific issues.

e Work in small groups to help facilitate openness in discussion, for example if an
issue is gender specific.

« Discuss sexting in the wider context of other issues such as sexuality, relationships,
consent, body image, bullying and wellbeing.

e Be sensitive to the needs of any children for whom the discussions might be
particularly upsetting, for example those who have previously been involved in a
sexting incident.

Online Safety Policy
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e Use language that young people understand, and that isn’t victim-blaming or
dismissive.

Involve parents and carers

We understand that parents and carers play a big part in keeping their children safe
online so they need to be aware of possible risks to their child and know what support
is available if there's ever a problem.

This includes guides to help parents and carers make informed decisions about
keeping their child safe online. There is also detailed information about sexting and
why young people might send nudes and how they can talk to them about it.

Reporting Online Incidents

The 2021 Ofsted “Review of Sexual Abuse in Schools and Colleges” highlighted the
need for schools to understand that reporting systems do not always respond to the
needs of learners. While the report looks specifically at harmful sexual behaviours,
schools may wish to address these issues more generally in reviewing their reporting
systems. The Ofsted review suggested:
“School and college leaders should create a culture where sexual harassment
and online sexual abuse are not tolerated, and where they identify issues and
intervene early to better protect children and young people. ..In order to do this,
they should assume that sexual harassment and online sexual abuse are
happening in their setting, even when there are no specific reports, and put in
place a whole-school approach to address them. This should include:
o routine record-keeping and analysis of sexual harassment and sexual violence,
including online, to identify patterns and intervene early to prevent abuse”
o
The school will take all reasonable precautions to ensure online safety for all school
users but recognises that incidents may occur inside and outside of the school (with
impact on the school) which will need intervention. The school will ensure:
e there are clear reporting routes which are understood and followed by all

members of the school community which are consistent with the school
safeguarding procedures, and with the whistleblowing, complaints and
managing allegations policies.

e all members of the school community will be made aware of the need to report
online safety issues/incidents

e reports will be dealt with as soon as is practically possible once they are
received

e the Designated Safeguarding Lead, Online Safety Lead and other responsible
staff have appropriate skills and training to deal with online safety risks.

e if there is any suspicion that the incident involves any illegal activity or the
potential for serious harm the incident must be escalated through the agreed
school safeguarding procedures.

Online Safety Policy
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e any concern about staff misuse will be reported to the Head of school, unless
the concern involves the Head of school, in which case the complaint is referred
to the Chair of Governors and the local authority / MAT

e where there is no suspected illegal activity, devices may be checked using the

following procedures:

e one or more senior members of staff should be involved in this process.
This is vital to protect individuals if accusations are subsequently
reported.

e conduct the procedure using a designated device that will not be used by
learners and, if necessary, can be taken off site by the police should the
need arise (should illegal activity be subsequently suspected). Use the
same device for the duration of the procedure.

e ensure that the relevant staff have appropriate internet access to conduct
the procedure, but also that the sites and content visited are closely
monitored and recorded (to provide further protection).

e record the URL of any site containing the alleged misuse and describe
the nature of the content causing concern. It may also be necessary to
record and store screenshots of the content on the machine being used
for investigation. These may be printed, signed, and attached to the form

e once this has been completed and fully investigated the group will need
to judge whether this concern has substance or not. If it does, then
appropriate action will be required and could include the following:

o internal response or discipline procedures
o involvement by local authority / MAT (as relevant)
o police involvement and/or action
e itisimportant that those reporting an online safety incident have confidence that
the report will be treated seriously and dealt with effectively
e there are support strategies in place e.g., peer support for those reporting or
affected by an online safety incident
¢ incidents should be logged (insert details here). (A template reporting log can
be found in the appendix, but many schools will use logs that are included with
their management information systems (MIS).
¢ relevant staff are aware of external sources of support and guidance in dealing
with online safety issues, e.g. local authority; police; Professionals Online Safety
Helpline; Reporting Harmful Content; CEOP.
¢ those involved in the incident will be provided with feedback about the outcome
of the investigation and follow up actions (as relevant)
¢ |earning from the incident (or pattern of incidents) will be provided (as relevant
and anonymously) to:

e the Online Safety Group for consideration of updates to policies or
education programmes and to review how effectively the report was dealt
with

o staff, through regular briefings
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e learners, through assemblies/lessons

e parents/carers, through newsletters, school social media, website

« governors, through regular safeguarding updates

« local authority/external agencies, as relevant (The Ofsted Review into
Sexual Abuse in Schools and Colleges suggested “working closely
with Local Safeguarding Partnerships in the area where the school or
college is located so they are aware of the range of support available to
children and young people who are victims or who perpetrate harmful
sexual behaviour”

Online bullying
If online abuse or bullying occurs, we will respond to it by:

having clear and robust safeguarding procedures in place for responding to abuse
(including online abuse)

providing support and training for all staff and volunteers on dealing with all forms of
abuse, including bullying or cyberbullying, emotional abuse, sexting, sexual abuse and
sexual exploitation

making sure our response takes the needs of the person experiencing abuse, any
bystanders and our organisation as a whole into account reviewing the plan developed
to address online abuse at regular intervals, in order to ensure that any problems have
been resolved in the long term.

Radicalisation

Radicalisation is, the action or process of causing someone to adopt radical positions on political
or social issues.

Sexting

Sexting is when people share a sexual message and/or a naked or semi-naked image, video
or text message with another person. It's also known as nude image sharing.

Children and young people may consent to sending a nude image of themselves. They can
also be forced or coerced into sharing images by their peers or adults online.

We understand that if a child or young person originally shares the image consensually, they
have no control over how other people might use it. If the image is shared around peer groups
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it may lead to bullying and isolation. Perpetrators of abuse may circulate a hude image more
widely and use this to blackmail a child and/or groom them for further sexual abuse.

We understand that it is a criminal offence to create or share explicit images of a child, even if
the person doing it is a child. If sexting is reported to the police, they will make a record but
may decide not take any formal action against a young person.

We will raise awareness of the potential harm that sexting can cause through our RHSE
curriculum and through specific conversations in computing lessons — where children will be
shown the process of having an image deleted from online (using the Internet Watch
Foundation)

For staff, the immediate response to an incident is to:

e Speak with the child — do not apportion blame.
¢ Do not ask to see the image.
e Speak to the DSL as a matter of urgency.

Once the DSL has been informed they will then follow the appropriate channels, in terms of
reporting concerns, assessing risk and taking appropriate action.
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